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PROVIDING PROTECTION TO PEOPLE AND BUILDINGS

FEMA 452
Risk Assessment
A How-To Guide to Mitigate 
Potential Terrorist Attacks Against 
Buildings

A RMS Publication
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RMS Publications
EXISTING PUBLICATIONS
•FEMA 426, Reference  Manual to 
Mitigate Potential Terrorist Attacks 
Against Buildings

•FEMA 427, Primer for Design of 
Commercial Buildings to Mitigate 
Terrorist Attacks

•FEMA 428, Primer to Design Safe 
School Projects in Case of Terrorist 
Attacks

•FEMA 429, Insurance, Finance, and 
Regulation, Primer for Terrorist Rick 
Management in Buildings

•E155, Building Design for Homeland 
Security

http://www.fema.gov/fima/rmsp.shtm
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RMS Publications
FUTURE PUBLICATIONS
•FEMA 430, Primer for Incorporating 
Building Security Components in 
Architectural Design (50%)

•FEMA 452, Risk Assessment, A How-
To Guide to Mitigate Potential Terrorist 
Attacks Against Buildings (90%)

•FEMA 453, Safe Havens, A Guide for 
Designing Multihazard Shelters to 
Mitigate Potential Terrorist Attacks 
(50%)

•FEMA 455, Rapid Visual Screening for 
Building Security (Starting 2004)

•FEMA 459, Incremental Rehabilitation 
to Improve Building Security (Starting 
2004)
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FEMA 452
FEMA 452- Risk Assessment: A How-To Guide to Mitigate 
Potential Terrorist Attacks Against Buildings

Working Closely 
with VA
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FEMA 452
Building Vulnerability ChecklistBuilding Vulnerability Checklist

Step by Step ProcessStep by Step Process
4848--page Checklistpage Checklist
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FEMA 452
Automated Software to Prepare Risk Assessment

Used in the preparation of the VA AssessmentUsed in the preparation of the VA Assessment

Prioritizes  major vulnerabilities in a particular Prioritizes  major vulnerabilities in a particular buildingbuilding

Prioritizes  major vulnerabilities among a large Prioritizes  major vulnerabilities among a large 
stock of buildingsstock of buildings

Identifies and rank mitigation measuresIdentifies and rank mitigation measures

Produces risk assessments reportsProduces risk assessments reports
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FEMA 452
Methodology
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FEMA 452
Type of Assessment and Team 
Composition

Screening Phase

(1) Site and Architectural; (1) 
Security System and 
Operations  (1 day)

Full on Site Evaluation

(1) Site and Architectural; (1) 
Structural and Building 
Envelope; (1) Mechanical, 
Electrical, Power systems 
and Site Utilities; (1) IT and 
Telecom; (1) Security 
Systems and Operations
(1-3 days)

Detailed Evaluation

Site and Architectural; 
(1) Structural and 
Building Envelope; (1) 
Mechanical, Electrical, 
Power systems and Site 
Utilities; (1) IT and 
Telecom Modeler; (1) 
Security Systems and 
Operations; (1) 
Explosive Blast Modeler; 
1 CBR Modeler; 1 Cost 
Engineer
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FEMA 452
STEP 1:  THREAT – Any indication, circumstance, or event
with the potential to cause loss of, or damage to an asset

Involves two activities:

Selection of Primary Threats:  tools 
and tactics as well as people with intent 
to cause harm

Determining the threat rating: a 
parameter use to quantify your losses

Weapons, tools, and tactics Weapons, tools, and tactics 
can change faster than a can change faster than a 
building can be modifiedbuilding can be modified
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FEMA 452

Criteria

Activity 1:  Selection of Primary Threats

Sophisticated Methods 
include TM5-853 Army-
Air Force Engineering 
Manual; State of Florida 
HLS-CAM; and the DoD 
CARVER process
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FEMA 452
Selected ThreatsSelected Threats

Vehicle Bomb.  Vehicle Bomb.  500-lb. car bomb detonating within 15 feet of 
building exterior

Suicide Bomber.  Suicide Bomber.  50-lb. satchel or vest detonating in interior space 
or near primary structural member

Chemical Agent. Chemical Agent. Sarin gas is most toxic of the listed agents; 
assumed worst case

Biological Agent. Biological Agent. Recent mail attacks with Ricin, no antidote, high 
economic productivity loss

Cyber. Cyber. Impact on telecommunications and security systems
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FEMA 452
Activity 2:  Determining Threat Rating

Key elementsKey elements

Likelihood of a Likelihood of a 
threat (credible, threat (credible, 
verified, exists, verified, exists, 
unlikely, unknown)unlikely, unknown)

If the use of the If the use of the 
weapon is weapon is 
considered considered 
imminent, expected, imminent, expected, 
or probableor probable
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FEMA 452
STEP 2:  
ASSET VALUE 
The degree of 
debilitating 
impact that 
would be 
caused by the 
destruction of 
an asset



RISK MANAGEMENT SERIES 14

FEMA 452
Asset Value Rating

Key elementsKey elements

Loss of assets Loss of assets 
and/or people would and/or people would 
have grave, serious, have grave, serious, 
moderate, or moderate, or 
negligible negligible 
consequences or consequences or 
impactimpact
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FEMA 452
STEP 3:  Vulnerability – Any weakness that can be exploited 
by an aggressor to make an asset susceptible to damage

YIELD (≈TNT 
Equiv.)                  
4,000 lb. 
Stand-off 
15 feet
166 killed

YIELD (≈TNT 
Equiv.)
20,000 lb. 
Stand-off 
80 feet
19 killed

Murrah Federal Building
Khobar Towers
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FEMA 452
Vulnerability Rating

Key elementsKey elements

Number of weakness Number of weakness 

Aggressor potential Aggressor potential 
accessibilityaccessibility

Level of Level of 
redundancies/physical redundancies/physical 
protectionprotection

Time frame for the Time frame for the 
building to become building to become 
operational againoperational again
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FEMA 452
STEP 4:  Risk  
The potential for 
loss of, or 
damage to, an 
asset.  It is based 
upon the value of 
the asset in 
relation to the 
threats and 
vulnerabilities 
associated with it.
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FEMA 452
Risk = Threat Rating x Asset Value x Vulnerability Rating
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FEMA 452
Functional Chart
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FEMA 452

STEP 5:  Mitigation

Actions taken to 
reduce the 
exposure to an 
impact of an 
attack or disaster
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FEMA 452
Prioritizing Mitigation Options
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FEMA 452
STEP 5:  Selecting Mitigation Options
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FEMA 452
Next Steps

Add multihazard concepts and 
capabilities to FEMA 452 and 
Database 

Expand the Database function to allow 
the user to add unlimited number of 
threats and building functions and 
infrastructure


